STV Safeguarding News
Issue 1 Autumn Term 2022

At St Vincent’s VC Academy, we have high expectations regarding the well-being of our children. All staff
members have a responsibility to address issues that may arise concerning the well-being, welfare and safety of
every one of our children. We welcome you to come in to school if you would like to discuss any changes your
child may be going through at home. We can also provide support for any parents / carers who are struggling

with home life or personal issues.

Our Child Protection Policy and other Safeguarding Policies can be found on our school website: stvhull.org

Our Safeguarding team are Mrs Joanne Bell, Mrs Lucy Windeler and Miss Rachael Barwick.

Tel. 01482 342645

@@ ITJITJ@ m& ”SSU}J\] @SO Some of our older children have
0 recently experienced issues with
Please make sure that your child brings a coat to school everyday groups of other children when playing
and wears suitable black footwear for the weather. at Pearson Park.
Our PCSOs spoke to the children about
staying safe before the summer

holiday.

If any family needs help with school uniform, please call school and
speak with Mrs Bell.

Further information about our uniform policy can be found on the
Please talk to your child about keeping
safe on the street and when playing at

school website:

https://stvhull.org/key-information/uniform the park.

Our school website, found at, www.stvhull.org has been updated with Safeguarding Policies
and Procedures. You will find safeguarding information including Keeping Children Safe in
Education 2022 and our Child Protection and Safeguarding Policy updated September 2022

There are also newsletters for specific areas of safeguarding.

KEEPING CHILDREN SAFE ONLINE
Useful online parent information for popular platforms:

TikTok https://nationalonlinesafety.com/guides/what-parents-need-to-know-about-tiktok
Instagram https://nationalonlinesafety.com/guides/instagram-reels

Facebook https://nationalonlinesafety.com/guides/what-parents-need-to-know-about-facebook
YouTube https://nationalonlinesafety.com/guides/what-parents-need-to-know-about-youtube

YouTube Kids https://nationalonlinesafety.com/guides/8-things-parents-need-to-know-about-youtube-kids
WhatsApp https://nationalonlinesafety.com/guides/whatsapp

Snapchat https://nationalonlinesafety.com/guides/snapchat

Roblox https://nationalonlinesafety.com/guides/roblox-2021

Minecraft https://nationalonlinesafety.com/guides/minecraft-parent-s-guide

Among Us https://nationalonlinesafety.com/guides/among-u s
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AMAZON FIRE TABLETS

The Amazon Fire Tablet is a popular choice: not only are Amazon’'s own-brand devices more affordable
than most other tablets on the market, but some models are designed specifically for youngsters (the
Fire 7 Kids, Fire 8 HD and Fire HD 10 are aimed at ages 3-7, for example, while the ‘Pro’ range is
geared toward 6 to 12-year-olds). Firas come with access to a wealth of entertaining content,
from child-friendly TV shows and videos to age-appropriate games and ebooks.
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‘ASSISTANCE' FROM ALEXA

Though the Amazon Fire's parental
controls are comprehensive and allow

. STORAGE ISSUES

~ “ Many parents have bemoaned the
Amazon Fire’s relative lack of storage

o s?uco. Fires shi? with either 16GE or 32GB _4 you to limit uccess to age-inuppropriate

.. of memory, so if your child gets busy % content, your child could still potentially
- downloading books, gaumes and videos, bypass those restrictions using Alexa, ~
0 they'll qulck?y run out of room. You could Amazon’s built-in Al assistant. We

recommend that you switch off this
functionality altoegether by toggling
Alexa to “off’ In the Settings menu.

FAULTY OLDER MODELS {

invest in an SD card for extra storage

p yif Yy gsters are
. sharing the device), so it's Worth factoring
(" in this possible additionul expense.
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\ GETTING LOCKED OUT

If your child unsuccessfully attempts
to bypass your security PIN code (to a0
access the Fire's pur?nlul controls

Back In 2016, Amazon announced a
roduct recall of the Amazon Fire 7 and
Ids’ Edition power adupters, due to

fault which caused an Increased risk of

electrical shock. This is no fonger un issue
on newer models of the Fire tablet, but it's
unquestionably worth remembering if
you're thinking about picking up d
second~-hand device for your child,

' settings, for instance) too many times,
this could easily result in them being
' locked out of their device - and, ar?uably
even worse, you being locked out of your
Amazon or Kindle t. If this happens,
the Amozon support team will be able to
help you regain uccess,
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*. POTENTIAL ADDICTION

Like most diﬁitcl technology, Amazon Fires
and their child-friendly content tend to be

\ hi?hl engronin%to young users. You
might find your child often spending hours
23

staring at their tablet, leading to irritability
when asked to put it down. It may be a
wise move to adjust the built-in screen
time settings so you can control exactly
how long they're able to spend on the

% device each day.
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FILTER SHARED CONTENT -
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REGISTER ON YOUR ACCOUNT

Before your child uses their Fire, you'll need to When you add a child profile on a You'll also be asked durin? the set-up
register it to an Amazon account, Rather than Fire, you can select an image to : you want the Amazon
having to set up a dedicated Amazon account for represent your child the! ital content
them, Amazon’s 'Household’ feature simply lets k keep sady purchased. We advise
rou add a separate profile to your own account. mu might want to For Kids’ at this point, as this will only T
In-app purchases and Amﬁn store dccess are g lename for your child's iendly books or videos in your |
"::I ?l::"' omm‘ ”’?nymin o:"' ,roﬁl’:; Er cl mn'oh:l';:' v)‘ll\: ?nT‘ ':\’,33‘9'.'? i shows orlcud %%%’533‘#’ h?%vo g
thﬁr n'ro’ without ﬂn%s‘md 2 . accessto th.nz:owm. downloaded that aren't suma:lc for little ones,
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SET A PASSWORD OR m USE PARENTAL CONTROLS
o set a lock screen pi ¥ ; ) The Fire's

+ You'll aiso be prompted & ek on password . = arental controls are very thorough and
; of PIN. This is recommended to prevent your child from accessing devic worth utilising. They let you choose, for ex ? , to
' settings, browsing the intarnet, traw social media or making in-upp restyi 0 additional settings such as location-based
purchases. If more than ons child wl‘l’(#o sharing the tablet can c : It-In camera, and ogocme content types (such as
a lock scroen PIN for each of their pri l:._n‘po that each child canonly also set daily goals and time limits to ;roel when
/ access content that's appropriate for their individual age. | re tablet. !

for how long = your child can use their
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Meet Our Expert

Carly Page is an experienced technology jourmnalist
With a track record of more than 10 years in the
industry. Préviously the editor of tech tabloid The
Inquirer, Cary is now a freclance technology
joumnalist, editor and consuitant

@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety

Uscrs of this guide do so at thoir own discrotion. No liability is cntered inte. Current as of the date of reicase: 10.08.2022
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What!Parents& Carers: Need tolKnow!about

FACEBOOK MESSENGER

Facebook Messenger nul on app through which
users can exchange m tos, stickers, and
video and audio ! . llow Hr g -tc -one and £ RATyY,

ADDICTIVE NATURE

Messenger's numerous features can
encourage children to spend more time on
the app - and therefore on their phone,
increasing theiy levels of screen time. |t also
invokes FOMO (the Fear of Missing out),
especially among elder children, who will
dulmost certainty have a high proportion of
their friends communicating via the app.
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LIVE STREAMING

The new Rooms feature lets Messenger users
haold video calls with up to 50 people. A mung‘
person can join any room they see, but the other
people In these rooms don't even neceuorlly
need to be Facebook account holders. This live
streamlna development heightens risk factors
around privacy, security and the possiblility of
exposure to Inappropriate content.
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REQUESTS FROM STRANGERS )

If the Facebook profile which accompanies
their Messenger app is set to public, there’s

a possibili t youn roo will receive
mgswge 'ty uost! frong\ ndi‘_\:iduoh they
. don’t know. re have previously been
rts of guooming attempts on Facebook,
h predators using fake profiles to

engage children in conversation.
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SNRW OVERSHARING PERSONAL INFO
\, A I the crp is given access to their device's
L photo library or location services, youn?v‘
reoplo can upintentionally share sensit
nformation Gvivato g)hoto:, Vi , their
number or current whereabouts) with people
on Messenger who they don’t know. Even
among friends, shared photos or videos don't
always stay pvacto: the recipient(s) could
save and re-share them with others.
¥ e 4 ¥
Like many communication cp?s, Messengor @
can be an avenue for cyberbullics or trolis to
target childron. This might tako tho form of
har: t, abusive Ir or bein:
purposely excluded from (or targeted Irs
group chats. A 2021 om report revealed that
moroe than half (§5%) of 12-15-year-olds had
sufforod such negative experiences online in the
preceding year,

SECRET CONVERSATIONS

£ The Secret Conversations function lets
~ Messenger users have en ted exchanges
that no-one else can read. Unlike regular chats
on the ap?, these can only be viewed on the

device being used at the time. Messages can
also be set to delete once read (although
screenshots can be taken), so a child could
chat privately with someone without any record
of that conversation having taken place.

REPORT INAPPROPRIATE BEHAVIOUR . ADJUST PRIVACY SETTINGS __

If your child experiences anything negative Make your child’'s Messenger storles visible only
on Messenger, you can help them report it, to thelr friends, Avoid adding your child’s phone k
Facebook can then take action such as number (so they can’t be found by someone

USE ADDITIONAL SECURITY

Mcssenﬁor‘s App Lock feature uses
your child's ﬂnge:’rrlm or face ID to
ensure that nobo

else can access

their messages without permission, disabling the offender’s account, limiting using their number to search for them), and not
' Messen?er has also added a variety of their ability to send messages or blocklnﬂ sync?ng contacts lets your child choose who to
optional tools to increase young people’s them from contacting your child again, | add (or not) individually. Via Settings, you can
safety on the apr, Including two-factor {our child doesn't want to display to others control who appears in your child’s chat list, who
« authentication, login alerts and filtered hat they're online, they can switch off goes Into the message request folder and who

can’t contact your child at all,
ENCOURAGE SAFE SHARING

Active Status In the app’s settings.
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DISCUSS LINE STREAMING

Talk with your child about safe and secure Ensure your child knows to send pictures and
video calling. When setting up calls on videos only to family and trusted friends, and not
Messenger Rooms, only invite people who to publlc? share images which compromise their

message requests,

REVIEW THE CHAT LIST

Some parents regularly check thelr
| children’s Messenger conversations (to see
‘ who they're talking to, rather than what

they're talking about). While this is certainly our child knows and trusts, Show them how location (showing a landmark near home or
safe, it can seem intrusive. If ngproachqd in o lock a room if they don’t want other people clothing with Identifiable logos, like a school or
a sensible, collaborative way, however, it can joining = and how to remove anyone they don't local club crest), Encourage them to pause before

help parents and carers to keep an eye on
exactly who their child is communicating with.
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Meet Qur Expert

Alex Wrightis mer Fac
B

want on the call. Remind them about behavin 4 3hurln%anything = if there's a chance it could
responsibly during a live stream, even if it’s with harm their reputation (or someone else’s), don't
people they know. zend It
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@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety

Uscra of this guide do so at their own discrction. No liability is entercd inte. Current as of the datc of rolease: 13.04.2022
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